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The currenilocument version is 1.2.8
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June 15,2010 1.2.7 Added information about API requirements and applications.
August 9, 2010 1.2.8 Added Code Sample section.
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Document overview

NeXpose is a unified vulnerability solution that scans networks to identify the devices running on them and to probe
these devices for vulnerabilities. It analyzes the scan data and protéssespiorts. You can use these reports to
help you assess your network security at various levels of detail and remediate any vulnerabilities quickly.

The vulnerability checks in NeXpose identify security weaknesses in all layers of a network corapuitiogment,
including operating systems, databases, applications, and files. NeXpose can detect malicious programs and worms,
identify areas in your infrastructure that may be at risk for an attack, and verify patch updates and security
compliance measuse

NeXpose APIs provide programming access to commonly used functiéms can also use the APIs to automate
internal auditing and security activities, and integrate your environment withpiiitd products.There are
currently two categories of APIs.

NeXpose API 1.1

The NeXpose API 1.1 is available in NeXpose 4.0 or later and is broken down into the following functional
categories:

1 Session management

i Site management

9 Device management

9 Asset group management
9 Vulnerability assessment
1 Reporting

The reqests made to the NeXpose API 1.1 are validated with DTDs documeritepose API_v1.1 Guide.pdf

NeXpose Extended API 1.2
The NeXpose Extended API 1.2 provides extended functionality available in NeXpose 4.8 or later.
It is broken down into the followmnfunctional categories:
1 Scan Engine Management
NOTE: API 1.1 Session Management is required for all APl 1.2 commands.

The requests made to the NeXpose API 1.2 is documented in this guide and can be validated with the XML schemas
provided in the packageeXpose Extended API_XMLSchemas_v1.2.zip.

You can download all documentation and schema fronsthmport page in NeXpose Help.
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NeXpose Architecture

Understanding the NeXpose architecture will help you make to make the best use of the functionslin the AP

Introduction

The NeXpose system consists of two main components: scan engines and a security console. One or more NeXpose
Scan Engines (NSEs) search networks to discover devices and the processes running on them, such as operating
systems, programs, dmlatabases. The scan engines then test discovered assets for vulnerabilities, patches, and other
securityrelated factors. A NeXpose Security Console (N8&lects, analyzes, and stores the scan data, and it

generates reports and vulnerability remediapoocedures. Additionally, the console controls the scan engines and
provides a Welaccessible user interface for managing all NeXpose functions.

An organization can deploy scan engines within its network or outside its firewall. It also can use HastéagSc
Engines that are located in Rapid7 data centers.

The simplest NeXpose configuration consists of a single scan engine and the security console on one host.

Sites

A site is a logical group of assets assembled for a scan by a specific, dedicaeggoanThe grouping principle
may be something meaningful to you, such as a common geographic location or a range of IP addresses. Or, you may
organize a site for a specific type of scan.

For example, a company sets up NeXpose in a Boston location.elXygolsle global administrator, whose logon
name is corp_admin wants to scan two sets of assets at different times and with different scanning parameters. So, he
sets up two sites:

9 BOS_Serversincludes Web and database servers.

1 BOS_Workstationsincludes the wrkstations.
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The global administrator is in charge of scanning both sites.

VPN/firewa Bos_Workstations site

Webl  Web2 DBl De2

Bos_Servers site

“B0S5_Workstations" site
Wil 132.168.107.1

Wsn 132.168.107.n

Global %

i “BOS_Servers” site
Administrator
corp_admin Webl 132.168.100.1
Waeb2  132.168.100.2
Dbl 132.168.100.3
Db2 132.168.100.4

Seanning
Miewing
privileges

Figure 1: The initial implementation with two sites

For more information about setting up sites an asset groups, f¢eXpese Administrator's Guidehich you can
download from th&upportpage of NeXpose Help.

Distributed scan engines

Distributing multiple scan engines promotes fault tolerance and improves scanning performance while conserving
bandwidth. It is a best practice to deploy at least one exgine at each physical location, where it can scan assets
locally. This frees up bandwidth for more remote connections. Also, installing scan engines locally, behind firewalls,
removes the need for firewall rule exceptions.

Agentless operation

NeXposescans exclusively over the network, using common Windows and UNIX network protocols to gain access
to systems. It does not require agent software to be installed on the assets targeted for scanning. Agentless
architecture lowers the total cost of ownergfiigO) of NeXpose and avoids potential security and stability issues
associated with agents.
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Asset groups

An asset group is a collection of assets, but unlike a site, it is not defined for scanning. An asset group typically is
assigned to a nonadminisires NeXpose user, who views scan reports about that group in order to perform any
necessary remediation.

Using the example of the Boston company in$itessection, the global administrator, who has control of the entire
NeXpose system, wants to delegétams for remediating vulnerabilities on the Web servers, database servers, and
workstations. So, he creates three asset groups.

I BOS_Webincludes the two Web servers. Two nonadministrative users, Jeff and Dave, who handle Web
server maintenance and trdeshooting at the Boston location, have access to this group.

 BOS_DBincludes the two database servers. A nonadministrative user, Pete, who is a database manager, has
access to this group.

f BOS_WsSincludes all workstations. A nonadministrative user, Gahg twoubleshoots the workstations,
has access to this group.

WPNTirewall

| asselt group

Bos_Servers site | |
| BOs_DB |
la.s.ml Breup |

“BOS_Waorkstations™ site
I = T wa 132.168.107 =

Wsl 132.168.107.1

| | '
Umr%_..- BDS_WS I

Gary | 25€LBrOUR_ wen | _132.168.107n ,
Global % User Liser .
Administrator Joff Dave o _BDES-I_I'NH site
[a’ 'n_adﬂm | BOS Wab Webl lﬂ-.lﬁ'.lﬁ.l-i
| 3asset group  Ayeh2 132.15&.100.2__
ear % loos os DBl 13Z18E100.3°
pete | ssclirows Dbz 1321681004
Scanning — Viewing
Sviewing privibages
privileges

Figure 2: The Boston location with three new asset groups

For more information about setting up sites an asset groups, SéeXpese Administrator's Guigdehich youcan
download from thé&Supportpage of NeXpose Help.

NeXpose Extended API v1.2 Guide 5



Management and diagnostic functions

You can use the NeXpose logging and system reporting functions to monitor internal activity and troubleshoot
problems. Additionally, you can induce NeXpose to réstad to obtain required software updates when necessary.
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API functions

The NeXpose API provides access to a subset of the full feature set that is available in the security console Web
interface. The range of APl access depends on the user privikgigseal to the logon credentials .

You may access the API using encrypted Hypertext Transfer Protocol over a Secure Socket Layer connection. The
API supports HTTP 1.0 and 1.1 syntax. For data exchange, you may use the Extensible Markup Language (XML) as
defined by the W3C (http://www.w3.org/TR/REKMI).

APl overview

You access the API through a URL of the form:
https://<host>:3780/api/api - version/xml
The application connecting to NeXpose must use HTTPS to engage the console. The application musirthen log

with valid NeXpose credentials. Upon successful logon, NeXpose returns a session ID to the application. Use the
session ID for subsequent requests rather than resubmitting the credentials. The following is a typical login sequence:

Open an HTTPS conngan to the Web console, usually on port 3780.
Construct a LoginRequest XML request containing valid NeXpose credentials.
Verify that the Contentype HTTP header is set to "text/xml".

Send the XML request to https://ncs:3780/api/1.1/xml using HTTP PO&hdd.
Parse the returned LoginResponse.

o gk wD

If the success attribute is set to 1, extract the segsiattribute for use in subsequent requests.
If the success attribute is set to 0, extract the Failure information and report it.
The sessiofid is subjecta timeout from inactivity regardless of how much work NeXpose is performing. You can

specify the timeout period on tiNeXpose Security Console Configuratfmage of the Web interface. See the
NeXpose Administrator's Guider details.

All subsequent regsts must include the appropriate sesgioin their respective request XML structure. This
inclusion will allow the API program to perform actions on behalf of the credentials specified.

If the API request results in a failure, the response XML documidirtave the success attribute set to 0 and the
Failure element will be returned. Seailure Response®n page23) for more information.

As the success and failure information is stored within the returned XML document, all squpoestssed by the
NeXpose API will return HTTP status code 200. Any other status code implies a problem on the NeXpose server.
Common causes of server errors include an older version of NeXpose that has API supgortdutitif memory
conditions, etc.

If you use a command that is not listed in th&léXpose Administration GuidsleXpose will return the
XMLResponse.

The NeXpose API v1.2 currently includes the following functional categories:
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1 scan engine management
To access commands in the NeXpose WPP, use the following URL:
https://<host>:3780/api/1.2/xml

The NeXpose API v1.1 includes the following functional categories:

==

session management

1 site management

1 device management

9 asset group management
9 vulnerability assessment
9 reporting

For information &out functions in API v1.1, see the guide titldsing theNeXpose API 1.1 (DTD validationyou
can download the guide from the Support page of NeXpose Help.

APl requirements

You can interact with the NeXpose API by writing an application that sendeeeides XML messages to and from

the NeXpose Security Console. There are no restrictions on which language you use to write this program, except
that the language needs libraries or routines to send POST requests over HTTPS. The API does not sapfsort req
over HTTP.

It is helpful if your client language has a library or routines to support XML processing, since all messages sent to
and received from NeXpose are XML messages.

API applications

The API can be used for various applications, not limitetthé following:

NeXpose APl data interface

Since the NeXpose API responses are XML, it is straightforward to write scripts that extract relevant data from the
responses, rather than exporting the data from the NeXpose Web interface. The extractedtdatale processed
according to the needs of your organization. The API simplifies the process of integrating NeXpose data with other
applications such as databases or tpady security tools.

NeXpose API custom interfaces

Most NeXpose users will opluse a subset of NeXpose functions on a regular basis. Since all major functionality is
available through the API, you can write your own custom interface that exposes only necessary functions to the
used either a graphic user interface, or a temty interface.

Control of NeXpose scanning

The APl is a convenient way to configure and run scans. You can run scans as needed without using the NeXpose
Web interface, and write scripts to run scans at scheduled intervals.
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Lists of all commands in the NeXpose API

Scan engine management

Command Description

EngineSave Configure a new scan engine, or update settings for an existing scan engine.

EngineListing Provide a list of available scan engines and information about them.

EngineConfig List detailed configuration information about a specific scan engine.

EngineActivity Provide status of a given scan engine and its current scans, including the number, count, and
severity of vulnerabilities discovered.

EngineDelete Remove a scan engine from the list of available engines.
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Scan Engine Management

This section covers all requests and responses related to managing NeXpose Scan Engines.

EngineActivity

Provides the status of a given scan engine and its current scans, including the number, count, and severity of
vulnerabilities discovered.

EngineActivityRequest Attributes

Name Description Datatype Range

engine-id a unique numeric identifier for the scan xs:positivelnteger any mathematical integer
engine, assigned by the NeXpose Security greater than 0
Console in the order of creation
(required)

session-id a token that identifies a NeXpose session xs:string any sequence of characters
after the user has been authenticated allowed in XML; of any length
(required)

sync-id I | sstring any sequence of characters

allowed in XML; of any length

<?xml version="1.0" encoding="UTF - 8"?>

<EngineActivityRequest engine - id="2"
session - id="C26C1361F5F8911952EA8CI9BD3BE2F6C035A0663"/>

sync-id xs:string

EngineActivityResponse has the following elements:

1 ScanSummary
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